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Posts required for PKI Operations 

Note: Following Roles & Responsibilities are according to PKI operational setup. Job Descriptions against these posts for other organizational tasks like HR, Audit, 
Administration, Procurement, Finance, Accounting, Budget, Taxation, Accreditation, Regulatory Affairs, Coordination etc. are not included in the trailing list. 

No. Name of Post 

Posts hired/ 
advertised as per 

current ECAC 
Service 

Regulations 

Pay Scale  
(as per ECAC Service 

Regulations) 

Present Status 

Job Description 
Post Hired 

Posts advertised in 
Recruitment Phase-3 

1 PKI Director 

Registrar (Group-
I) 

Registrar [Group-I]  
(114,100-16,300-163,000)  
(Gross Pay: 196,823/- PKR) Hassan Ali Shah (Deputy 

Registrar) hired in 
recruitment phase 1 

Registrar* & Director 
Security Audit 

required in phase 3 
Annex-A Deputy Registrar 

(Group – II) 
Dy. Registrar[Group-II]/ 

Dir. Security Audit [Group-II] 
(100,000-8,000-148,000)  

(Gross Pay: 172,500/- PKR) 
Director Security 
Audit (Group-II) 

2 
Director 

Accreditation  
(Legal Counsel)** 

Director 
Accreditation 

(Group- II) 

Director Accreditation 
[Group-II]  

(100,000-8,000-148,000)  
(Gross Pay: 172,500/- PKR) 

Wajahat Mansoor hired in 
recruitment phase 2 

- Annex-B 

3 
Compliance 

Officer 
Researcher  
(Group- III) 

Researcher [Group-III]  
(80,000-7,000-122,000)  

(Gross Pay: 138,000/- PKR) 

Muhammad Bin Qasim 
(Researcher) hired in 
recruitment phase 2 

Researcher required 
in recruitment phase 

3 
Annex-C 

4 PKI Architect 
Deputy Director 

(Group- III) 

Deputy Director [Group-III]  
(80,000-7,000-122,000)  

(Gross Pay: 138,000/- PKR) 

Required for PKI operations 
Deputy Director 

required in 
recruitment phase 3 

Annex-D 

5 Security Manager 

IT Security 
Auditor  

(Group- III) 

IT Security Auditor [Group-III]  
(80,000-7,000-122,000)  

(Gross Pay: 138,000/- PKR) 

Syed Rameez Rehman (IT 
Security Auditor) hired in 

recruitment phase 2 
- Annex-E 

6 
PKI Operations 

Manager 
Deputy Director 

(Group- III) 

Deputy Director [Group- III]  
(80,000-7,000-122,000)  

(Gross Pay: 138,000/- PKR) 

Required for PKI operations 
Deputy Director 

required in 
recruitment phase 3 

Annex-F 

*The post of Registrar is also responsible for overall Administrative/Technical matters of the ECAC. Currently Mr. Hassan Ali Shah (Deputry Registrar) is looking 
after this position along with job roles of other vacant positions. 
** The legal advice/services will be obtained from legal consultancy firm as and when required. 
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7 PKI Operator 

Network 
Administrator  

(Group-IV) 

System Admin [Group- IV]  
(60,000-6,000-96,000) 

(Gross Pay: 103,500/- PKR) 

Required for PKI operations 
Network Administrator 
required in recruitment 

phase 3 
Annex-G 

8 PKI Administrator 

System 
Administrator  

(Group -IV) 

Network Admin [Group- IV] 
(60,000-6,000-96,000) 

(Gross Pay: 103,500/- PKR) 

Required for PKI operations 
System Administrator 

required in recruitment 
phase 3 

Annex-G 

9 
Network 

Administrator 

Network 
Administrator  

(Group-IV) 

Service provided from NTC as 
part of Infrastructure as a 

Service Model 

Required for PKI operations 
May be managed by 
NTC if defined in SLA. 

Annex-H 

10 
System 

Administrator 

System 
Administrator  

(Group -IV) 

Service provided from NTC as 
part of Infrastructure as a 

Service Model 

Required for PKI operations 
May be managed by 
NTC if defined in SLA. 

Annex-I 

11 
Database 

Administrator 

Database 
Administrator  

(Group-IV) 

Database Administrator  
[Group- IV] 

(60,000-6,000-96,000) 
(Gross Pay: 103,500/- PKR) 

Mubasher Razzaq (Database 
Administrator) hired in 

recruitment phase 1 

- Annex-J 

12 
Application 
Developer 

Database 
Administrator  

(Group-IV) 

Network Admin [Group- IV] 
(60,000-6,000-96,000) 

(Gross Pay: 103,500/- PKR) 

Mubasher Razzaq (Database 
Administrator) hired in 

recruitment phase 1 

- Annex-K 

13 
Help Desk Team/ 
Operational Staff 

Computer/ Office 
Assistants  

(Group -VI) 

Computer/Office Assistant 
[Group- VI]  

(24,000-2,400-48,000)  
(Gross Pay: 41,400/- PKR) 

 
2x personnel hired in 
recruitment phase 2 

Computer/ Office 
Assistants required in 
recruitment phase 3 

Annex-L 
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Annex-A 

PKI Director: 

Post as per current service regulations: Registrar [Group-I] (114,100-16,300-163,000) 

(Gross Pay: 196,823/- PKR)  

or  

Deputy Registrar [Group – II] (100,000-8,000-148,000) (Gross Pay: 172,500/- PKR) 

Current status of post: Hassan Ali Shah hired in recruitment phase 1. 
 

Bears overall responsibility for the PKI setup, responsible for providing vision leadership, 

motivation and when necessary steering strategic activities and decision-making. The PKI 

director is responsible for establishing the PKI program and ensuring that it is effective. He 

shall have overall responsibility for institutional provisions set forth in this policy and for 

ensuring that institutional policies, procedures, and standards are developed, implemented, 

maintained, and monitored for compliance, including: - 

1. Develop, refine and enforce PKI & information security policies. 

2. Provide PKI & security expertise to staff. 

3. Promote awareness of PKI & Information Security issues within public and 

employees. 

4. Develop a security education, training and PKI awareness program for stakeholders. 

5. Act as a contact point for all PKI stakeholders and organization. 

6. Coordinate PKI/ information security investigations. 

7. Ensure accountability for compliance with institution level policies. 

8. Ensure Secure hiring, training, role separation, identification and authentication of 

employees. 
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Annex-B 

Director Accreditation (Legal Counsel) 

Post as per current service regulations: Director Accreditation [Group-II] (100,000-

8,000-148,000) (Gross Pay: 172,500/- PKR) 

Current status of post: Wajahat Mansoor hired in recruitment phase 2 

 

Provides support on legal matters related to contractual agreements with the various PKI 

stakeholders. Handles legal issues/complaints related to the provision of PKI services. Legal 

Counsel Services may vary based on their domain but their responsibilities may 

include the following: 

1. Providing advice and guidance to clients. This can include general legal advice on 

best practices for compliance, input on business decisions and contract negotiations, 

and legal strategies for litigation and other legal activities. 

2. Responsible for Accreditation of CSPs (issuing CAs) after ensuring all relevant 

controls are implemented. 

3. Responsible for contracts/ Agreements with CSPs for the interest of council as per 

relevant regulations. 

4. Ensure adequate policies and procedures are implemented in Pakistan PKI which include 

establishment of repository with adequate Time stamps and records. The legal counsel 

represents clients at hearings and trials. Prior to the proceeding, the legal counsel 

gathers relevant information, sometimes requesting documents from other involved 

parties to build the client’s legal case.  

5. Carry out Legal research, to consult previous case information to determine its 

relevance to their client’s current concerns or may locate information on specific laws 

pertaining to their client’s activities. In some cases, a legal counsel may conduct 

research based on their client’s specific questions in order to provide accurate and 

timely advice. 

6. Draft documents related to their client’s activities, which can include statements, 

contracts, or agreements. In this aspect of the job, the legal counsel ensures that the 

agreements are readable and enforceable and that they represent their client’s best 

interests. They may also send letters on their client’s behalf, such sending as a cease 

and desist letter to a party infringing on the client’s copyright. 

7. Ensure PKI clients comply with laws and guidelines related to their business or other 

activities.  

8. Providing legal guidance and advice, the legal counsel also needs to anticipate 

changing laws and codes that their client may not be aware of and take action to 

ensure that the client does not violate these laws. 
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Annex-C 

Compliance Officer 

Post as per current service regulations: Researcher [Group-III] (80,000-7,000-122,000) 

(Gross Pay: 138,000/- PKR) 

Current status of post: Muhammad Bin Qasim hired in recruitment phase 2 

Ensures compliance of the Pakistan PKI to the relevant compliance programs and 

requirements. Supervise the execution of the operational ceremonies on the PKI 

components operated by Client. Compliance Officer will provide the vision and 

strategies necessary to ensure the confidentiality, integrity, and availability of PKI 

setup by implementing international best practices, communicating risk to senior 

administration, creating and maintaining policies and supporting 

processes/procedures, and ensuring compliance with regulatory requirements. Other 

duties include: 

 

1. Carry out research in relation to PKI services and ensure the entire PKI setup 

is up to date as per global requirements. 

2. Create policies, strategies and plans both for long and short term 

3. Coordinate activities with other departments including HR and procurement 

to ensure operational requirements of the PKI setup are met. 

4. Develop and coordinate awareness sessions for clients and employees 

5. Enforce policies and check whether procedures are being followed 

6. Lead operational activities and key ceremonies to ensure all policies are being 

implemented. 

7. Coordinate with internal and external auditors. 

8. Industry alignment and future proofing of the PKI solution & services 

9. Lead meetings with customers and 3rd party vendors 

10. Communicate risk and recommendations to upper management. 

11. Responsible for Maintaining compliance and continuous contribution to the 

international standards through PKI operations team 
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Annex-D 

PKI Architect: 

 
Post as per current service regulations: Deputy Director [Group-III] (80,000-7,000-

122,000) (Gross Pay: 138,000/- PKR) 

Current status of post: Required in recruitment phase 3 

 
Responsible for the technical design of the Pakistan PKI. Drives the execution of the 

key ceremonies. Should be highly skilled in establishing PKI infrastructure and 

delivering its services. This role is aimed for those, having PKI implementation skills, 

and for establishing an infrastructure for PKI, digital signatures and its proliferation 

in Pakistan. An in-depth understanding of the latest technologies and practices is 

expected. The PKI consultant will be required to develop a scalable PKI architecture 

designs and deploy a national level PKI. Other requirements include: 

 

1. Responsible for developing and managing national level PKI. Should be 

experienced within the domain of Public Key Infrastructure (PKI). 

2. Responsible for Engaging the Pakistan PKI through the international 

recognition process. 

3. In-depth knowledge of current PKI technologies and their future direction. 

4. Strong knowledge of PKI concepts, patterns, and practices. 

5. Procedural Security: Responsible for CP, CPS, key ceremony documentation, 

operational manuals, Information security policy, Business continuity plans, 

etc 

6. Personnel Security: Engage in Secure hiring, training, role separation, 

identification and authentication 

7. Physical Security: Physical site security, tempest protection, DR site, 

environmental controls, etc. 

8. Governance model: Establishment of Policy Authority, operating rules, CSP 

licensing rules, etc. 

9. Responsible for PKI implementation and certificate lifecycle management 

solution.  

10. Responsible for deployment and maintenance of Hardware Security Modules 

(HSM). 

11. Knowledge transfer of authentication / multi-factor authentication 

technologies, cryptographic services, data Protection, symmetric/asymmetric 

cryptography, secure hash, digital signatures to relevant teams. 

12. Thorough knowledge of latest security technologies and associated products 
13. Experience of software and services development experience. 
14. Working knowledge of Active Directory and its integration with Microsoft 

PKI. 
15. Thorough understanding of cryptographic concepts: symmetric/asymmetric 

cryptography, secure hash, digital signatures. 
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16. Adequate knowledge of SSL/TLS security protocol. 
17. Responsible for implementation and updation of CAs (Root, Intermediates), 

RAs (humans, SSL, devices), VAs (OCSP/CRL), TSA, HSMs, Signing service, 

safes, etc. 

18. Responsible for implementation of smart card or security token where 
required. 

19. Strong problem solving and analytical skills. 
20. Responsible for cloud solution development for PKI. 
21. Responsible for implementation and enablement of certificate-enabled 

applications, such as SSL/TLS, S/MIME, authentication, EFS, 802.1X, Code 
Signing, etc. 
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Annex-E 

Security Manager: 

Post as per current service regulations: IT Security Auditor [Group-III] (80,000-7,000-

122,000) (Gross Pay: 138,000/- PKR) 

Current status of post: Rameez Rehman hired in recruitment phase 2 

 

An Information Security Manager is highly engaged in the activities of asset 

management, risk management and mitigation. ISM is also involved in evaluating 

vendor risk, examining vendor and client contracts or terms of service, Signing 

NDA’s, helping, supervising and monitoring the performance of NOC team. Other 

duties include: 
 

1. Monitor Operations at NOC rooms and PKI infrastructure 

2. Maintain Security tools and technologies 

3. Monitor Internal and external security compliance 

4. Suggest and implement new technologies 

5. Managing and Overseeing the Helpdesk and Incident Management 

performance. 

6. Ensure network protection from malicious entities and ensure the security of 

traffic that passes through the network. 

7. Manage, assign, and maintain the list of network addresses, VPN connections 

etc. 

8. Coordinate and provide support for Firewall and network system 

9. Manage Unit testing, penetration testing, Systems integration testing, User 

acceptance testing etc. along with Network team 

10. Coordinate with the auditor for facilitating the audit activities and providing 

the input required by the auditor 

11. Responsible for implementation of required security standards e.g. ISO 27006, 

ISO 21188, ISO 27001, ISO 27002. 
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Annex-F 

PKI Operations Manager 

 
Post as per current service regulations: Deputy Director [Group- III] (80,000-7,000-

122,000) (Gross Pay: 138,000/- PKR) 

Current status of post: Required in recruitment phase 3 

 

1. Supervises and monitors the quality of the overall PKI operations and the 

delivery of Pakistan PKI services to clients. 

2. Engage the Pakistan PKI through the International Recognition process. 

3. Successfully pass the initial WebTrust for CA and SSL Baseline Requirements 

audit without any qualification. 

4. Enroll Pakistan Root CA to different trusted Root CA stores of common OS, 

software and browser vendors 

5. Responsible for CABForum membership. 

6. Establish Sustainable PKI Operations for the Pakistan National PKI 

7. Established on-boarding framework driving PKI enablement and adoption 

8. Responsible for Maintaining compliance and continuous contribution to the 

international standards 

9. Responsible for operations of CAs (Root, Intermediates), RAs (humans, SSL, 

devices), VAs (OCSP/CRL), TSA, HSMs, Signing service, safes,  etc. 

10. Responsible for Infrastructure components through respective teams: 

firewalls, switches, System management, monitoring/alerting, back-up, etc. 

11. CP, CPS, key ceremony documentation, operational manuals, Information 

security policy, Business continuity plans, etc 

12. Role separation, Identification and authentication of employees. 

13. Physical site security, tempest protection, DR site, environmental controls, etc. 

14. Manage operations of Policy Authority, and other CSPs. 

15. Handle Certification authorities for National Root CA, Government CA, 

Commercial CA, Corporate CA, Devices CA, and Management CA 

16. Manage Registration authorities for registering human users, legal entities 

and equipment 

17. Manage Trusted services including: Timestamping Authority (TSA) and 

OCSP/CRLs 

18. Establish and manage Repository/ Directory. 

19. Manage HSMs (for offline and online CAs, OCSP and TSA) 

20. Responsible for PC workstations/laptops, Configuration laptops, Tempest 

laptops (for hosting offline CAs), NTP Servers (for trusted time source), Fire 

Resistant Safes, SafeNet eTokens 

21. Responsible for Implementation of PKI Framework / Documentation, 

Solution deployment and testing, WebTrust Audit, IT infrastructure, support 

and operations mechanism. 
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Annex-G 

PKI Operator & PKI Administrator:  

 
Post as per current service regulations: No posts as per current service regulations 

[Group- IV] (60,000-6,000-96,000) (Gross Pay: 103,500/- PKR) 

Current status of posts: 2x required (Group-IV) 

Comment:  

Handles the day-to-day operations including certificate and CRL management as well 

as conducting various other tasks such as reporting, monitoring and operational key 

ceremonies. Handles the administration and monitoring of the PKI applications. 

Owns the execution of the operational ceremonies (CA certificate management, Root 

CA CRL update and cross certification). Other responsibilities include: 

 

1. Implementation of PKI Policy framework (CP, CPS etc.) 

2. Maintain Governance and operating model of the PKI 

3. Implement Compliance framework as a completed guidance on the 

international accreditation process and the applicable requirements 

4. Handle Business continuity and Disaster recovery plan when required 

5. IT services management documentation such as Operations guide, Backup 

and Restore, troubleshooting guide, incident management, Asset 

management etc. 

6. Implement Key management policies and procedures 

7. Follow Software and hardware design documents 

8. Solution deployment and configuration 

9. Commissioning and configurations of HSMs 

10. Key ceremony Dry runs 

11. Live key ceremonies of offline and online CAs (with the WebTrust auditor) 

12. Providing the required support for WebTrust audit 

13. Coordinate with the auditor after audit to ensure issuance of proper audit 

reports (report structure, details etc.) 

14. HSM commissioning and configuration 

15. Follow Low Level Design (LLD) 

16. Ensure infrastructure readiness along with infrastructure team 

17. Witness the infrastructure testing to be done by infrastructure team 
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Annex-H 

Network Administrator 

Post as per current service regulations: Network Administrator [Group-IV] (60,000-

6,000-96,000) (Gross Pay: 103,500/- PKR) 

Current status of post: Required in recruitment phase 3 

 

1. Will be responsible for Network and Network Security of appliances 

including Firewalls, Anti-DDoS, AntiSpam, WAF, Network Devices, and 

Load Balancer,  

2. Ensure network protection from malicious entities and ensure the security of 

traffic that passes through the network, Manage, assign, and maintain the list 

of network addresses, VPN connections etc. 

3. Hosting setup network related activities including, Operational activities 

(Network complaints, and optimization, monitoring),  

4. security activities (Bi-annually audits of NTC Data Center Network),  

5. accessibility of Data Center (including internet and Intranet),  

6. support (helpdesk ticketing), monitoring (Signature update, threat logs, 

access logs),  

7. Access Management (Insurance of complied access management to all 

infrastructure of Data Center),  

8. SOP compliance of Network and security. Meeting with customers, system 

designing, optimization, and Implementation of related controls (policies, 

procedures of ISO27001), Internal audit of the setup.  

9. SSL implementation. 

10. Responsible for all related changes of change management, asset 

management, Security control including identifying, patching, scanning, 

fixing, and other related issues, vulnerability scanning of windows website 

and update of vulnerability sheet. 

11. Any additional responsibility given by concerned Head/supervisor. 

12. Manage Unit testing, penetration testing, Systems integration testing, User 

acceptance testing etc. 
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Annex-I 

System Administrator 

Post as per current service regulations: System Administrator (Group- IV) (60,000-

6,000-96,000) (Gross Pay: 103,500/- PKR) 

Current status of post: Required in recruitment phase 3 

 

1. Installation, hardening, & management of VDS services.  

2. Responsible for multiple OS (Linux & Windows based) virtual machines. 

3. Responsible for all Hosting platforms.  

4. Activities: Security audits of the setup 2 times in a year, Backups of all 

machines, Disaster Recovery controls verification (quarterly), Deployment of 

NMS for all services and its assurance, Cloud Services, Solution architecting 

and design of client requirements. 

5. Ensure Timely delivery of required infrastructure /Virtual Machines. 

6. Any additional responsibility given by concerned Head/supervisor. 

7. Have sound knowledge of Microsoft Windows Server Datacenter Edition 

2019, Windows Server 2019 Device Cals, MS SQL Server Standard Edition 

2019, SQL Server Standard Edition 2019 User Cals, Microsoft System Center 

Datacenter Edition 2019, Microsoft Active Directory Services. 
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Annex-J 

Database Administrator: 

 
Post as per current service regulations: Database Administrator [Group-IV] (60,000-

6,000-96,000) (Gross Pay: 103,500/- PKR) 

Current status of post: Mubasher Razzaq hired in recruitment phase 1 

 
Handles day to day operations of PKI databases. Ensures timely updates of databases 
and repositories. Following are responsibilities of DB Admin: 

 
1. Manage MySQL, MariaDB and Oracle and Microsoft SQL Server Databases 
2. OS Configuration in order to get optimum performance 
3. Coordination with Oracle Support team 
4. Installation, configuration & operations of Databases. 
5. Responsible for the integrity of the organization’s data resources. This 

individual is responsible for the creation, rotation, integrity of related data 
files backups based on the business needs. DBA will have a thorough 
understanding of the database software recovery mechanisms 

6. Administrate Billing database and live databases 
7. Planned Disaster Recovery and Backup Schedule 
8. To Ensure Database Tuning of all the systems 
9. To Troubleshoot Database Errors 
10. To ensure that the server machines running Oracle/ SQL Server database on 

Solaris/Windows are working properly and there is no OS Performance issue. 
11. Solaris (OS Level) User management 
12. Coordination with Oracle Support team 
13. Monitoring a number of databases on daily basis 
14. Checking alert log files of these database on daily basis 
15. Troubleshooting databases in case of erroneous situations 
16. Installing and testing new versions of the database management system 

(DBMS) 
17. Carrying out capacity planning 

18. Ensuring database integrity and security 
19. Monitor performance 
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Annex-K 

Application Developer: 

 
Post as per current service regulations: No post as per current service regulations 

[Group- IV] (60,000-6,000-96,000) (Gross Pay: 103,500/- PKR) 

Current status of posts: Required (Group- IV) 

 

1. Responsible for PKI applications/ websites User interface. 
2. Development, Maintenance & Administration of official website. 
3. Maintenance & Administration of Web Servers. 
4. Graphics Designing for website such as info-graphics, motion-graphics, 

Flyers, Banners, Brochures as well as promotional material such as 
Newsletter, Investment Guides and Backdrop / Invitation Cards for 
conferences/Seminars etc. 

5. Code and Deploy Applications in a Cross-Platform, Cross-Browser 
Environment 

6. Reviewing the websites of leading IPAs/IIAs and develop UI/UX as per best 
practices and latest industry standards such as electronic Joint Venture 
Platform, Company Registration, Investment Map (based on Google Maps), 
Incentive database and other UX Modules. 

7. Developing/ integration of social media, Google map API’s with the website. 
Maintaining regular Social Media Presence of the Board.  

8. Search Engine Optimization (SEO) and Marketing (SEM) and Google 
Analytics.  

9. Designing and Generation of quarterly Newsletter for the Board. 
10. Analyzing Information, Software Design, Develop, Debugging, Deployment, 

Testing, Problem Solving & Documentation. Write well designed, testable, 
efficient code. 

11. Ensuring latest safety and security measures during software / website 
development. 

12. Experienced with one or more general purpose programming languages 
including but not limited to: C#, .NET, PHP, scripting languages like 
PowerShell, Python, ASP.NET Core MVC. 

13. Responsible for coding, code review, and technical communication 
documentation. 
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Annex-L 

Help-Desk Team/ operational staff 

Post as per current service regulations: No post as per current service regulations 

[Group- V] (24,000-2,400-48,000) (Gross Pay: 41,400/- PKR) 

Current status of post: Required 

Comment: Computer/Office Assistants (Group-VI) with IT background can be used 

 

1. Support Team will be responsible for resolution of all complaints, incidents, 

Events reported through Email, Phone, Letter or NMS at Help Desk.  

2. In addition will be responsible for 24x7 active monitoring and customer 

response in a professional manner. 

3. Every Support Engineer/ staff will work in shifts to ensure quality response 

on 24x7 basis. Will ensure logging and resolution of all incidents, events, and 

recording of all solved complaints in knowledgebase of helpdesk.  

4. In case support engineer is unable to resolve the complaint only then they will 

escalate it to level -II. 

5. Follow SOPs, procedures, controls, and response, escalations will be required 

activities of Support team.  

6. Addition and Upgradation of DNS A, MX etc. records, Vulnerability 

scanning, Asset tagging and management. Gate pass processing, Inventory 

management, Initial troubleshooting. 

7. Shift completion should be marked in shift completion Performa. Customer 

satisfaction/survey & monthly shift progress/monitoring. 

8. Any additional responsibility given by supervisors/heads. 


